
DEPARTMENT OF THE NAVY
OFFICE OF THE CHIEF OF NAVAL OPERATIONS

WASHINGTON, DC 20350-2000

IN REPLY REFER TO

OPNAVINST 3811.lC
N2
16 May 1995

OPNAV INSTRUCTION 3811.lC

From: Chief of Naval Operations

Subj : THREAT SUPPORT TO WEAPON SYSTEMS PLANNING AND ACQUISITION

Ref: (a) OPNAVINST 5000.42D (NOTAL)
(b) OPNAVINST 3880.6 (NOTAL)

1. PurDose. To provide policy and guidance on intelligence
threat support to U.S. Navy weapon systems planning and
acquisition process. This instruction is a complete revision and
should be read in its entirety.

2. Cancellation. OPNAVINST 3811.lB

3. Definitions

a. Threat. The sum of the potential strengths and
capabilities, and evidence of intended employment, that an
adversary can bring to bear against U.S. forces/systems to limit
or negate mission accomplishment or reduce force, system or
equipment effectiveness.

b. Projected threat. A best estimate based on historical
trends data, evidence of continuing Research and Development
(R&D), postulated military requirements, technological
capabilities and the best intelligence available. This threat
consists of the weapon systems and capabilities that an adversary
can be expected to develop and employ during the specified
period.

c. Reactive threat. The changes in doctrine, strategy,
tactics, force levels, and weapon systems that an adversary might
reasonably be expected to incorporate as a result of the
disclosure of technical information or the development and
deployment of a U.S. system.

d. Technologically Feasible Threat (TFT). An excursion
from the projected threat intended to provide decision-makers
with a basis for judgment about the impact on a specific U.S.
system if the threat evolves in a direction other than that
considered most likely by the intelligence community. The TFT,
although not constrained by intelligence projections, must be
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consistent with available technology, and an adversary’s
production capacity or ability to import materiel. In either
case, it must be economically feasible to acquire and employ.
The TFT is considered an upper bound to the projected threat.

e. Threat support. The provision of intelligence
assessments of the threat in the appropriate context and detail
necessary to support plans, programs or actions. Threat support
is normally provided in the form of threat or capabilities
publications, System Threat Assessment Reports (STAR) or
composite system specific threat assessments, and specific threat
statements, all of which emphasize system projections, threat
forecasts, and force employment.

f. Weapon systems selection and planning. The entire
weapon systems acquisition process, including planning, study and
acquisition review as well as research, development, test and
evaluation (RDT&E) involving the Assistant Secretary of the
Navy’s Research, Development and Acquisition structure, the
Office of the Chief of Naval Operations (OPNAV), the Naval
Systems Commands and RDT&E activities, the Commander, Operational
Test and Evaluation Force (COMOPTEVFOR) and senior review
authorities.

4. Policy. Reference (a) states Chief of Naval Operations (CNO)
policy for weapon systems selection and planning and identifies
threat criteria for inclusion in the validation and selection
process. Early consideration must be given to threat information
in all new weapon system planning and initiation. Navy Require-
ments Officers will ensure the capabilities of new systems
are specified sufficiently to defeat the projected threat with
due consideration given to the reactive and technologically
feasible threat. Program managers must acquire, use and remain
cognizant of changes to the threat which could have significant
impact on their programs.

a. For each weapon system development and acquisition
program, specific planning will be included for obtaining,
updating and using threat support throughout the life cycle of
the program.

b. The only threat assessments authorized to support Navy
weapons development and acquisition programs are those produced
by or validated by the Office of Naval Intelligence (ONI), the
Navy’s intelligence production center. Use of contractor-
produced threat assessments is not authorized.
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5. Responsibility. The Director of Naval Intelligence (OPNAV
(N2)) is responsible to the CNO for the management of all aspects
of intelligence throughout the Department of the Navy and has the
responsibility for implementing the procedures contained here.
The provision of threat support is the responsibility of OPNAV
(N2). ONI is responsible for threat production and related
intelligence collection requirements. The Director of the
Intelligence Directorate is responsible for the development of
threat support material and provision of those materials directly
to the requestor.

6. Background

a. Threat support is required for all programs designated
for Defense Acquisition Board (DAB) action, or Navy Program
Decision Meeting (NPDM) action as described in reference (a).
The provision of threat support to naval weapon systems selection
and planning is vital to ensure the Navy remains capable of
carrying out its assigned mission. Consideration of threat must
be continual throughout the life cycle of each weapon system if
the system is to achieve its intended purpose. Threat considera-
tions are inherent in all decisions from definition of need
through the initial concept phase, planning, research, full-
scale development, production, test and evaluation, deployment,
and system upgrade. For this reason, emphasis has been placed on

\ maintaining a close relationship between the intelligence and
weapon systems development communities and ensuring consideration
of the threat during the weapon systems selection and planning
process.

b. ONI produces an OPNAV (N8)-directed foreign threat
publication entitled: Worldwide Threat to U.S. Naval and Marine
Forces, YR to YR+20 which is intended to serve as the initial
threat documentation for U.S. Navy RDT&E programs. This
publication provides general threat data by warfare area for
current and projected systems of potential or likely threat to
U.S. maritime forces. This publication is designed particularly
to support the U.S. Navy’s planning and requirements definition
phases of acquisition. It should also be consulted prior to and
referenced, as appropriate, in all requests for threat support.

c. ONI produces composite threat assessments to support
specific classes of weapons development and acquisition programs.
The STARS provide the basic, individualized threat documentation
for all Navy or Navy-lead joint programs that fall within DAB
review authority. ONI will update
ensure threat currency for program

these assessments annually to
milestone reviews.
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d. The Naval Systems Commands and RDT&E activities
participate in the ONI-managed Scientific and Technical
Intelligence Liaison Officer (STILO) program to strengthen the
communication and flow of intelligence between the intelligence
community and weapons development and acquisition community.
STILOS are the primary points of contact and appropriate channels
through which the Systems Commands and RDT&E activities will work
in acquiring intelligence support. Reference (b) pertains.

7. Action

a. Per reference (a), OPNAV Requirements Officers must
include a brief threat overview summary in weapon development
program initiation documentation. The executive summary from the
most current and applicable ONI-produced threat assessment will
be used for this purpose. A threat statement will be included in
the following:

(1) Mission Need Statement (MNS)

(2) Operational Requirement DOCUMENT (ORD)

Additionally, threat statements must be included in all
Integrated Program Summaries (IPS) or Assessments (IPA), and Test
and Evaluation Master Plans (TEMP).

—

b. The detailed threat assessments will be the basic
threat documentation supporting all Navy:

(1) Acquisition Category (ACAT) I programs requiring
detailed STARS validated by the Defense Intelligence Agency
(DIA).

(2) ACAT lC programs after Milestone I and ACAT II, III
and IV programs requiring system specific threat information.
While these programs do not require DIA threat certification, the
intelligence used in the supporting composite threat assessment
does reflect official Navy and Department of Defense intelligence
positions.

. Cost and Operational Effectiveness Analyses (COEA) will
be s~pported by an OPNAV (N2) representative to the COEA
oversight board and/or study team. ONI threat data will be
provided for all Navy COEAS; ONI will obtain DIA validation of
threat material supporting COEAS for DAB-level programs.
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d. Threat support will always be requested:

(1) On establishment of a Program or Project office, or
research and development project.

(2) When instituting an operational performance
improvement program for an existing system.

(3) When threat information in ONI threat assessments
determined to be inadequate for other purposes such as,
COMOPTEVFOR use in Test and Evaluation Master Plans (TEMP) or
develop COEA reports. The intelligence material selected to

is

to

support COEAS must be approved by DIA for DAB level programs and
by ONI for non-DAB programs.

Requests
OPNA;” (N2), with

(1) Name
requiring threat
(TOR), MNS, ORD,

for threat support will be forwarded to
copies to ONI, and will contain:

or description and objective of the action
support; e.g. , Tenative Operational Requirement
IPS, COEA, TEMP, Study, etc.

(2) Weapon System Acquisition Category, Program Element
and Project Number.

(3) Type of threat support required; e.g., brief threat
statement, detailed threat assessment, specific technical
information, and the specific area in which existing
documentation is considered to be inadequate.

(4) The Critical Intelligence Parameters (CIP),
identified by Assistant Secretary of the Navy (Research,
Development and Acquisition) (ASN/RD&A)), Program Executive
Officer (PEOS) or Direct Reporting Program Manager (DRPMs) or the
Systems Commands’program managers, which have a significant
impact on the effectiveness of the U.S. Navy weapon system being
developed.

(5) Background information to assist in defining the
threat, such as planned characteristics and performance,
employment or other parameters of the U.S. system, anticipated
initial operational capability (IOC) date, system life and
specific scenario or conflict considerations, if required.
Copies of latest existing acquisition documentation (e.g., MNS,
ORD, IPS, et. al.) are to be provided for this purpose.

(6) Next program milestone and date.
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(7) Name, address, and telephone number of the point of
contact, and date initial support is required.

f. In response to the request, OPNAV (N2) will arrange for
ONI to provide threat support in the following manner:

(1) For DAB-level programs, ONI will produce a STAR
tailored specifically for the Major Defense Acquisition Program.
The threat will be focused against the major U.S. system at its
IOC date and at 10 years beyond IOC. For programs solely under
Navy review authority, the requirement will be met based on
currently available information, analyses, and projections.
Specifically, ONI will determine which composite threat
assessment addresses the requirement.

(2) For those programs not covered in an existing
threat assessment, production will be initiated to address the
program and its intelligence requirements in the relevant
composite threat assessment or by a new STAR or composite threat
assessment .

(3) The Intelligence Report for all programs supported
by a composite threat assessment will be comprised of a letter,
signed by the DNI, included inside the cover of each threat
assessment . (Note: Intelligence Reports for STARS are prepared
by DIA and forwarded directly to the DAB committee.)

(4) Fiscal or analytical shortfalls may require ONI to
request fiscal, manpower or contractual support from the
requestor. In such cases, an Intelligence Support Plan (ISP)
will be developed in conjunction with the requestor. The ISP
will define the availability of intelligence assets to support
the program, indicate resource availability, estimate resources
required to be provided by the requestor to fulfill the
requirements, and establish a threat assessment production
schedule to assure continued threat support throughout the life
cycle of the program.

(5) Furnish copies of all STARS and composite threat
assessments to COMOPTEVFOR to ensure tests performed during
operational test and evaluation are based upon an established and
validated threat.

(6) Provide the ONI action officer name, address and
telephone number.

6
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9* Informal liaison between the requesting organization and
the ONI action officer is encouraged until satisfaction of the
requirement. This dialogue is particularly useful when
intelligence collection action is initiated to fill information
gaps or when alternative means of satisfaction, e.g., modeling or
simulation, must be employed. The requestor should submit
changes, additions or deletions to previously submitted
requirements as soon as they become known.

h. Each formal OPNAV and Systems Command program review
shall address the threat and its impact on the program undergoing
review. The review shall include, but not be limited to, a
determination of the currency of the threat statement, threat-
induced changes, and their impact on acquisition and budget
milestones. No threat support information will be used in formal
weapons systems acquisition documents that has not been produced
or specifically validated by ONI.

i. Determination that threat support is not required for a
weapons development program is the responsibility of the OPNAV
requirements sponsor in coordination with OPNAV (N2). If threat
is determined not to be a factor, a statement to that effect will
be included in appropriate program documentation, with a copy
forwarded to COMOPTEVFOR.

i The Systems Commands and COMOPTEVFOR will ensure the
threat assessment used for development test and evaluation, and
operational test and evaluation of a program is both current and
consistent with that used throughout the development of the
program. \

dd

—

M. W. CMR

Director of Naval Intelligence
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Distribution:
—

SNDL A2A

A6
BIA
B2

B5
21A

22A
24
24D
24G
24H
24J
25A
26A

26F
26Q
26W1
26CC
26QQ

26YY3

26KKK

28A
28B
28C1
28G
28J

28K

42B

42S

42X

(Department of the Navy Staff Offices) (CNR (Code
713) , only)
(Headwaiters U.S. Marine Corps) (15)
(Secretary of Defense) (2)
(Defense Agencies) (Defense Communications Agency,
Defense Intelligence Agency, Defense Nuclear Agency,
Joint Tactical Command, and Defense Systems
Management College, (only)
(Coast Guard)
(Fleet Commanders in Chief and Detachment)
(CINCLANTFLT, CINCPACFLT, and CINCUSNAVEUR, only)
(Fleet Commanders)
(Type Commanders)
(Surface Force Commanders)
(Submarine Force Commanders)
(Fleet Training Command and Detachment)
(Marine Corps Forces)
(Mine Warfare Command)
(Amphibious Group) (COMPHIBGRU ONE and COMPHIBGRU
TWO, only)
(Operational Test and Evaluation Force)
(Weapons Training Group and Detachment)
(Cargo Handling and Port Group LANT)
(Fleet Coordinating Group)
(Special Warfare Group. Unit and Detachment)
COMNAVSPECWARGRU TWO and COMNAVSPECWARGRU ONE,
only)
(Fleet Ocean Suweillance Information Center and
Facility EUR) (FOSIF ROTA, only)
(Tactical Training Group)

(Carrier Group)
(Cruiser-Destroyer Group)
(Surface Group LANT) (COMSURFWARDEVGRU)
(Mine Division) COMINEGRU ONE, only)
(Combat Logistics Group, Squadron and Support
Squadron) (COMLOGV GRU TWO and COMLOGV GRU ONE, only)
(Submarine Group and Squadron) (COMSUBGRU TWO,
COMSUBGRU SIX, and COMSUBDEVRON TWELVE, only)
Functional Wing Commander) COMHELWINGSLANT,
COMTACWINGSLANT, PATWINGSLANT DET AASWSO, and
COMMATVAQWING PAC, only)
(Air Test and Evaluation Squadron (VX), Antarctic
Development Squadron (VXE) and Oceanographic
Development Squadron (VXN)) (AIRTEVRON ONE, and
AIRTEVRON NINE, only)
(Fleet Air Reconnaissance Squadron (vQ))
(FAIRECONRON TWO and FAIRECONRON ONE, only)
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Distribution continued:
SNDL 422

45A

45A2
45B
45V

46B
46P

46U
50G

C3A

C4EE
C25A

C40

C43A

C49A
C52C

C581

C84A

C84E
E3A
FD1

FE1
FE4

FF42
FF44

(Tactical Electronic Warfare
(Fleet Marine Force Commands
Force) (HQ FMFEUR DESIGNATE,
(Marine Expeditionary Force)
(Marine Division)

OPNAVINST 3811.lC

16 MAY 1995

Squadron LANT (VAQ))
and Marine Amphibious
only)

(Expeditionary Brigade and Unit) (CG ONE MEF, CG TWO
MEF, CG THREE MEF, only)
(Aircraft Wing)
(Helicopter Squadrons) (Training Group) (MCCRTG
TEN, only)
(Aviation Weapons and Tactics Squadron) (MAWTS ONE)
(Activities of Unified Commands) (AIC and JICPAC,
only)
(Naval Personnel at Joint Electronic Warfare
Center, only)
(Center for Naval Analyses)
(OPNAV Support Activity Detachments) (Ft. Ritchie,—
only)
(Shore Based Detachments, Meteorology and
Oceanography)
(Security Group Detachments) NAVSECGRUDET
Yokosuka, only)
(Naval Intelligence Detachment Newport)
(Medical Research Institute Detachment)
(NAWDRSCH-INSTIT’UTE TDX DET Wright-Patterson
only)
(Technical Training Center Detachment)
(NAvTECHTmCENLANT Pensacola, only)

AFB ,

(Surface Warfare Center, Division Detachments (NAVSWC
DET Silver Spring, MD and Patuxent River, only) )
(Shipyard Detachments) (WPNSTA DET Corona, only)
(NRL, only)
(Meteorology and Oceanography Command)
(NAVOCEANCOMFAC Bay St. Louis, only)
(Security Group)
(Security Group Activity) (NAVSECGRUACT Charleston,
NAVSECGRUACT Edzell, NAVSECGRUACT Fort Meade,
NAVSECGRUACT Groton, NAVSECGRUACT Misawa,
NAVSECGRUACT Naples, and NAVSECGRUACT Pearl Harbor,
only)
(Naval Postgraduate School)
(Naval War College)

.
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Distribution continued:
SNDL FF63 (Strike Warfare Center)

FG1 (Computer and Telecommunications Command)
FH1 (Medicine and Surgery)
FKAIA (Air Systems Command) (25)
FKAIB (Space and Naval Warfare Systems Command) (25)
FKAIC (Facilities Engineering Command)
FKAIG (Sea Systems Command) (25)
FKA8F (Strategic Systems Programs)

FKPIE (Undersea Warfare Center and Division, Newport,
only)

FKPIF (Mine Warfare Engineering Activity)
FKPIH Ordnance Center Divisions and Stations

(NAVEODTECHDIV INDIAN HEAD MD),
(NAVORDCEN LANTDIV YORKTOWN VA),
(NOC IMSD MECHANICSBURG PA),
(NOC INDIm HEAD ~),
(NOCPACDIV SEAL BEACH CA),

FKPIJ
FKP16
FKP25
FKP4
FKP4A
FKP4E

FKP6C
FKQ1
FKQ3A

FKQ6C

FKRIC

(NWADIV
(WPNSTA
(WPNSTA
(WPNSTA
(WPNSTA
(WPNSTA

CORONA CA),
CHARLESTON SC),
CONCORD CA) ,
EARLE COLTS NECK NJ),
SEAL BEACH CA),
YORKTOWN VA

(Ordnance Station (all))
(Ship Systems Engineering Station)
(AEGIS COMBATSYSCEN WALLOPS ISLAND VA)
(CO~AVSuRFwARCEN WASHINGTON DC)
(Costal Systems Station Dahlgren Div.)
(NAVSURFWARCENDET BREMERTON) ,
(NAVSURFWARCEN CARDEROCKDIV BETHESDA MD),
(NAVSURFWARCENDIV CME IN),
(NAVSURFWARCENDIV DAHLGREN VA),
(NAVSURFWARCENDIV INDIAN HEAD MD),
(NAVSURFWARCENDIV PORT HUENEME CA
(SEAsPmROWPROJSUPPO WASHINGTON DC)
(NCCOSC SAN DIEGO CA)
(Command Control and Ocean Su~eillance Center ISE
East Coast Div.) (NAVELEXCEN San Diego, only)
(Naval Coastal Ocean Systems Center)
(NCCOSC RDTE DIV SAN DIEGO CA)
(MAD CHINA LAKE CA),
(w PA~ENT’ RIVER ~)

..
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Distribution continued:
SNDL FKR6

FKR6A

FKR6B

FKR6C

FKR7A
FN1
FS1

FT22
FT24

FT43
FT45
FT51
FT54
FT99
V12
V28
V29

(NAVAIRWARCEN WASHINGTON DC)
(NAVAIRWARCEN TIUSYSDIV ORLANDO FL)
(NAVAIRWARCENACDIV INDIANAPOLIS IN) ,
(NAVAIRWARCENACDIV PATUXENT RIVER MD),
(NAVAIRWARCENACDIV TRENTON NJ),
(NAVAIRWARCENACDIV WARMINSTER PA)
(NAVAIRWARCENWPN DIV PT MUGU CA),
(NAVAIRWARCENWPNDIV CHINA LAKE CA)
(NAVAIRWPNSTA CHINA LAKE CA),
(NAVAIRWPNSTA PT MUGU CA)
(NAVAIRENGSTA LAKEHURST NJ)
(COMNAVSPACECOM DAHLGREN VA)
(Office of Naval Intelligence) (Code OD (15), Code
ONI-2 (35))
(Fleet Combat Training Center)
(Fleet Training Center) (FLETRACEN Norfolk and
FLETRACEN San Diego, only)
(Surface Warfare Officers School Command)
(SCOL Explosive Ordnance Disposal)
(Fleet and Mine Warfare Training Center)
(SCOL Submarine)
(Special Warfare Center)
(Marine Corps Combat Development Command)
(Marine Corps Systems Command)
(Marine Corps Intelligence Activity)

OPNAV (NOOK, N2, N20(25 copies), N22, N23, N3/N5, N3/N5C, N4,
N51, N6, N6C1, N60C, N61, N61D, N61H, N62, N62C, N62F, N62G,
N63C, N63D, N63E, N63F, N63G, N64, N64C, N64D, N64E, N65, N8,
N81, N80, N801, N81, N811, N812, N813, N83, N84, N85, N851, N852,
N853, N86, N86B, N86C, N862, N863, N865, N869, N87, N871, N872,
N873B, N874, N8751, N88, N88W, N880, N882, N8851 N89, N091, N911,
N912 , N912F, N912G, N912N1, N095, N953D, N096, N096F)

SECNAV/OPNAV Directives Control Office
Washington Navy Yard Bldg 200
901 M Street SE
Washington, DC 20374-5074 (25 copies)

copy to:
Al J (Immediate Office of the Secretary of the Navy) (ASN

(RDA), only)

Order from:
Naval Inventory Control Point Office
cog “I” Material
700 Robbins Avenue
Philadelphia, PA 19111-5098

Stocked: 100 copies
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